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ABSTRACT

With the development of autonomous driving technology, the number of external contact sensors mounted on vehicles is
increasing, and the importance is also rising. The vehicular ultrasonic sensor uses the LIN protocol in the form of a bus
topology and reports a status message about its surroundings through the vehicle’s internal network. Since ultrasonic sensors
are vulnerable to various threats due to poor security protocols, physical testing on actual vehicle is needed. Therefore, this
paper developed a LIN-CAN co-analysis testbed with a jig for location-specific distance test to examine the operational
relation between LIN and CAN caused by ultrasonic sensors.
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Fig. 1. Advanced Driving Assistance System for self-driving vehicle
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Table 1. 1ISO 17987 standard(6)

Standard Contents

ISO LIN Protocol General Definitions

17987-1 and Use Cases
Specify transport protocols and
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of the LIN-based vehicle network
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slave nodes
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IS0 fi ti d identificati
17987-5 | configuration an entification
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17987-6 . . .

technical information
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ISO trical and physical layers of the
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prescribed
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1SO Electrical Physical Layer (EPL)
17987-8 for LIN communication systems
and the conformity test plan for
EPL
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Fig. 2. LIN protocol frame format
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data from vehicle ultrasonic sensors testbed
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Table 3. Obstacle sensing alarm by distance

Step Direction
1 60~100cm
2 30~60cm
3 30cm or lower
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Fig. 13. LIN protocol data extracted from the
front ultrasonic sensor after injecting CAN
dataset into testbed
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